ESG in Tech:
Innovation Isn’t Enough
STRIVING FOR SUSTAINABILITY IN A COMPLEX DIGITAL WORLD
September 2021
By Colin Moar and Matthew Ward

TABLE OF CONTENTS
INTRODUCTION .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 3
ENVIRONMENTAL—MITIGATING THE IMPACT OF BUILDING A DIGITAL ECONOMY.  .  .  .  .  .  .  . 5
Data Centers—Aligning Digital Infrastructure Growth With Sustainability. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 6
ESG Data Disclosure Promotes Good Behavior. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 9
Water Intensity—Making Better Use of a Precious Resource.  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 10
Embracing the Circular Economy—Hardware Recycling.  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 12

SOCIAL—THE INEVITABLE TRADE-OFFS OF AN OPEN INTERNET .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 13
The Struggle to Define & Moderate Harmful Content.  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 14
Privacy, Surveillance & the Temptation of Encryption. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 15
New Approaches to Protecting Consumers & Their Data.  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 16
Technology & Social Impact: An Abundance of Threats & Opportunities .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 17

GOVERNANCE—THE RACE TO CATCH UP WITH DIGITAL MARKET DISRUPTION.  .  .  .  .  .  .  .  .  . 18
External Governance & the Contradictions in Competition Policy.  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 18
Abuse of Power.  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 18
Trying to Define Market Dominance. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 20
Privacy Regulation & the Trade-Offs With Competition Policy. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .21
Internal Governance .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 22
Governance & Technology—Geopolitical Concerns Continue to Dominate Headlines. .  .  .  .  .  .  .  .  .  . 23

CONCLUSION.  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 24
END NOTES .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 26

B A R I N G S I N V E ST M E N T I N ST I T U T E .C O M | 2

INTRODUCTION
The acceleration of growth in the digital economy through the pandemic has brought a renewed
urgency to the debates surrounding technology companies and their impact on the environment and
society. Investors should be concerned about the rise in attempts to sharpen governance of these
companies, yet heartened by the efforts many of the companies are making to embed sustainable
practices into their business models.
By any measure, the use of technology in society is changing the way we live, consume, and
produce. Smartphones are becoming ubiquitous, bringing the internet, with all of its rich content and
information, into our daily lives. New and disruptive technological tools enabled by next-generation
cloud infrastructure are upending the $3 trillion enterprise technology market and beyond. New
winners are emerging and old stalwarts are being left behind.
As technology firms deploy products that make our lives better, they face a lengthening list of questions
around their environmental, social, and governance commitments. Tech firms can’t just deliver
innovation. They must increasingly grapple with some of today’s most complex challenges around
climate, privacy, regulation and more.
The level of disruption within the sector and across society is so extreme that the debates have
triggered a re-evaluation of how to apply ethics and values in a digital world that ignores the physical
limitations of scale and reach of the pre-internet era. Increasing reliance on sprawling data centers
triggers concerns about their energy consumption, rapid accumulation of personal data has sharpened
debates over privacy and surveillance, and government regulation is only beginning to come to
terms with it all. For technology leaders, this often lands the largest companies in this dynamic sector
squarely in the center of complex and emotional debates around environmental, social, and governance
concerns that are of increasing importance to investors.
Among the key questions to consider are these:
•

Environmental: What is the environmental cost of building a digital economy? Can we align the
growth in digital infrastructure with sustainability? Is the industry doing enough to make the best
use of limited resources?

•

Social: How do we balance the deepening encroachment of technology into our lives to unlock
its full potential with our evolving sense of privacy? How do we balance freedom of speech with
moderating harmful content online? Is encryption the right answer to protect user privacy?

•

Governance: How appropriate are current governance structures to tackle key environmental
and social issues? Are external governance bodies able to address abuses of power in a digital
world where defining market dominance is so difficult? Are there trade-offs emerging between
privacy regulation and competition policy? Is internal governance strong enough to make the right
sustainable decisions?
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Technology will unquestionably continue to be a key driver of global economic growth over the next
decade. However, such growth needs to be a sustainable contributor to the long-term health of the
society and the environment in which these companies operate. As ESG concerns continue to rise,
investors will expect nothing less. We are early enough in the process of adapting to the emerging
technologies we see today that uncertainty remains high over which are the best approaches for
each stakeholder affected by technology. As such, there will be few easy answers for technology
management teams, but the way in which they face these challenges directly and transparently will
go a long way to convincing shareholders to follow.
An analysis of the ESG factors affecting the technology sector requires an understanding of the
unique attributes of the digital economy and the ability to prioritize the most material issues affecting
the sector. The Sustainability Accounting Standards Board provides a helpful high-level guide1 that
points to Social and Governance factors as the most pressing. While we don’t disagree with this
broad conclusion, the Environmental issues are often under companies’ more direct control, so
evaluating how they respond can give a powerful signal of how seriously more broad ESG risks are
taken within each company.
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ENVIRONMENTAL—MITIGATING THE IMPACT OF BUILDING A DIGITAL ECONOMY
The perception of the technology sector’s impact on the environment spans a very wide spectrum of outcomes.
Opinions range from:

“VERY GOOD”

TO

“VERY BAD”

Video conferencing means you do not have

Rapid growth in volumes of smartphones,

to fly to attend distant meetings; e-commerce

laptops, and servers is using up scarce resources

reduces the need to drive to shops.

and contributes ever more to GHG emissions. 2

Both viewpoints are valid to varying degrees, so the real question for the technology sector is just how much of an
environmental cost is our society willing to bear in order to enjoy the benefits that technology offers? At the heart of this
debate are questions around the industry’s rising energy and water consumption.
For context, the following chart from UNESCO highlights how technology as a whole sits relatively favorably, still, in
terms of energy and water intensity when compared to other industries.3
FIGURE 1:

Water and Energy Intensity of Major Industries
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SOURCE: UNESCO. 2020.
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Of course, this analysis is limited in that it does not take account of the superior growth rates that
will be exhibited by the technology sector in coming years; indeed, its bubble will likely expand and
grow faster than the others.
Still, a clear and already apparent trend is that a number of the largest companies in the sector
that contribute significantly to the resource consumption statistics are also pushing the hardest to
become the most efficient. Aligning their shareholder goals in terms of profitability with improving
the efficiency of their operations is a powerful force for change. For example, it is already obvious
that the largest cloud companies,4 which also have the best access to artificial intelligence tools to
apply to these problems, are leading the way in terms of improving both the energy efficiency and
water intensity metrics.5

DATA CENTERS—ALIGNING DIGITAL INFRASTRUCTURE GROWTH WITH SUSTAINABILITY
The most important physical infrastructure for technology today is housed in data centers, the
buildings full of racks of servers upon which applications run and data is stored, processed, and
transmitted. By 2013, data centers already accounted for 1–2% of global electricity demand.6
FIGURE 2:

Energy Consumption of Data Centers (Trend Scenario) as a Proportion of EU28

3.5%

3.0%

2.5%

2.0%

1.5%

1.0%
2005

2010

2015

2020

2025

2030

2035

SOURCE: RBC Stratify. January 2021.

The emergence of the internet created consumer-facing business models such as Google and
Facebook that lent themselves to huge scale. These data centers dwarfed the prior standards for
standard corporate-owned data centers, and even the larger third-party colocation data centers.7

4.
5.
7.

Amazon, Google, and Microsoft, for example.
Google’s “Power Usage Effectiveness”, or PUE, of 1.1, is both significantly better than peers such as Equinix at
1.54, and has improved each year from 2018–2020.
Colocation data centers, owned and operated by companies such as Equinix and Digital Realty, lease
computing capacity dedicated to specific customers. This differs from the public cloud companies that can
accommodate multi-tenant capacity, thus reducing the need for redundant capacity and lowering the costs
for all of their customers.
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The scale of the so-called hyperscale data centers built by the largest internet
companies and the public clouds (Amazon Web Services, Microsoft Azure,
Google Cloud Platform, Alibaba Cloud and Tencent Cloud) lowered unit costs
of computing and increased the pace of innovation for customers large and
small, but there are environmental costs to be reckoned with. For example,
concentrating so much computing power in one place creates excessive
amounts of heat, which impairs the performance of the servers, requires
additional cooling, and therefore increases costs.
At the same time, it is this vast scale that allows the very largest of the public
clouds to drive efforts to improve the environmental impact of their infrastructure.
Measures include:
•

Replacing servers with newer, more-efficient units at the end of their threeto-five year useful lives more than pays for the energy used to manufacture
the replacement servers.

•

Designing semiconductors specific to their own applications reduces the
power needs relative to general-purpose chips made by Intel. The upfront
cost of designing application-specific semiconductors is very high and
requires large revenues against which to amortize the costs in order to
make it worthwhile. Hence, the most notable custom-designed server
processors are AWS’ Graviton and Google’s Tensor Processing Unit (TPU)
for machine learning.

•

Focus on new technologies to improve the efficiency of air conditioning,
which is energy-intensive.8

•

Use of artificial intelligence tools to optimize data center operations, with
respect to energy and water use, leverages the amount of operational data
their own huge data centers create—a virtuous circle driven by scale.

The materiality of the impact of public clouds’ growth should not be
underestimated. Amazon’s AWS, Microsoft’s Azure, and now Alphabet’s
GCP service are by far the largest companies in this market. The aggregated
revenues of their Infrastructure-as-a-Service (IaaS) plus the applications they
layer on top reached an annualized run rate of over $90 billion in the March
2021 quarter, growing at 38%. This means that the public clouds are taking
huge shares of the data center market, and, in doing so, are having a positive
impact on the efficiency measures of data centers’ environmental impact.

8.

AWS refuses to allow customers to visit the data centers where their applications and
data is hosted. No visitors allegedly means the operating temperatures for the server
rooms can be closer to the maximum tolerances for the equipment, meaning less air
conditioning is required.
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Hyperscalers Average Carbon Intensity
(Scope 1+2)—CO2e per $ Revenue

FIGURE 4:

Hyperscale Average Carbon Intensity
(Scope 1+2)—CO2e per kWH
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The chart above shows the rise in CO2 per dollar of revenue for the “hyperscale” companies in 2018, before a drop in 2019;
such effects happen as capacity is built-out ahead of customers’ buying the capacity. The more consistent trend of falling
CO2 emissions per unit of energy consumed, shown in FIGURE 4, illustrates a more accurate picture: as the hyperscale
(and public cloud) companies grow they become inherently more efficient. A study by 451 Research notes that AWS’
infrastructure is 3.6-times more energy efficient than the median of the surveyed U.S. enterprise data centers.9
It is important to understand that much of the extra environmental cost that still attracts so much criticism is the inevitable
duplicated capacity that is kept in place as an insurance policy against service outages while enterprises work to migrate
their existing data and associated applications onto public cloud infrastructure. Once a successful migration to the cloud
has been achieved, then the on-premise infrastructure can be retired. As this process evolves, the mix of workloads on
public clouds will grow and the energy and carbon efficiency metrics per unit of revenue and energy will improve.
FIGURE 5:

Tech Groups are the Biggest Corporate Buyers of Green Energy10
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9.

Excerpt from Amazon’s 2020 Shareholder Letter: “Amazon is making progress toward our own goal of 100% renewable energy by
2025, five years ahead of our initial 2030 target. Amazon is the largest corporate buyer of renewable energy in the world. We have
62 utility-scale wind and solar projects and 125 solar rooftops on fulfilment and sort centers around the globe. These projects have
the capacity to generate over 6.9 gigawatts and deliver more than 20 million megawatt-hours of energy annually.”
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A number of studies have quantified the positive impact on carbon emissions from large-scale migration of applications
and data from existing on-premise data centers (owned and managed by the customer) to the public cloud, where the
infrastructure is shared across multiple customers. For example, Accenture’s report detailing environmental efficiencies
that could be achieved11 found that such migrations could yield an 84% reduction in emissions, or even 98% if the
workloads themselves were specifically optimized for the cloud infrastructure.
FIGURE 6:

The Green Behind the Cloud: Reducing Carbon Emissions
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SOURCE: Accenture. 2020.

Therefore, an under-appreciated benefit of public cloud companies’ focus on decarbonization and the rising renewable
energy mix is that they are effectively offering their enterprise customers the option of replacing their current energyinefficient infrastructure with a far more environmentally friendly alternative that they could not afford on their own.
Hence, the secondary impact of their customers NOT building their own data center capacity in the future needs
to be taken into account as well.

ESG DATA DISCLOSURE PROMOTES GOOD BEHAVIOR
Alongside the scale efficiencies, process optimization, and investment in new, less carbon-intensive data center
operations, it should also be noted that greater transparency is becoming more common.
FIGURE 7:

Microsoft’s Path to Carbon Negative by 2030
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It is perhaps unsurprising to see those with the most environmentally conscious operations leading
the way with much greater disclosure of their targets for carbon emissions and renewable energy
purchases,12 as well as a breakdown of how they will reach these targets. Nevertheless, by setting
benchmarks for both targets and disclosures, expect greater pressure on the rest of the industry to
follow, and we encourage investors to help drive this change through active engagement.

WATER INTENSITY—MAKING BETTER USE OF A PRECIOUS RESOURCE
While electricity use has been an area of concern relating to growth in data center capacity, climate
change and a rise in drought conditions around the world are becoming a critical threat to the
environment that has important implications for data centers built in areas where water is scarce; this
includes areas of the U.S. just as much as it does South Africa or Taiwan.
Water use is critical for cooling data center equipment and is therefore an important input to measuring
data center efficiency for the operator. The external impact has been on potable water resources,13
which have been used for cooling purposes in some areas.
FIGURE 8:

Water Source by Year for Digital Realty
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SOURCE: Digital Realty. 2019.

There is a significant public relations battle as environmental lobbyists protest how the clouds have been
able to grow their water quotas even in areas where potable water is scarce. A sharp shift in public opinion
against the clouds getting access to water in a region could limit construction of new data centers and is
therefore an important risk to assess when measuring the growth potential of these companies.
Fortunately, the impact of data center cooling on the cleanliness of the water itself is minimal, and,
regardless, the water does not have to be particularly clean to be used for cooling in the first place.
Amazon was the first to build a data center that used recycled water, for example. Retrofitting existing
buildings is harder, due to the need to build pipelines to bring the alternative water sources to the data
centers, but the direction of evolution for new builds is clear.
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The cost of these efforts are more affordable for the larger data center operators, the hyperscalers,
and public clouds. From the available disclosures, the average data center Water Usage Effectiveness
(WUE) ratio14 was 0.97; for comparison, hyperscalers such as Microsoft reported 0.48, while
Facebook was 0.38.
Use of recycled water is rising but has been slowed by equipment availability; it also requires
partnerships with local water utilities in each of their data center regions. Improving awareness of
the bottlenecks involved and a more proactive approach from the data center owners to source the
required recycling equipment should help accelerate adoption.
Concerns over water intensity are not limited to data center growth. The data center supply chain
relies heavily on semiconductors, which require a highly water-intensive process to manufacture.
The ongoing severe drought in Taiwan15 is requiring an urgent reappraisal of priorities by Taiwanese
authorities and also of the costs for manufacturers with capacity there. Commentary from affected
management teams in the supply chain is on the rise16 and should be taken in the context of a wider
focus on supply chain resiliency following increased tensions between the U.S. and China, with
resulting pressure to return more leading-edge capacity to home markets.
While analysis of the environmental costs and benefits of the growing digital economy have focused
on the quantifiable impacts, such as energy usage in data centers, the indirect impacts, such as
replacing air travel with video conferencing, are also significant. Arguably, the least well-appreciated
benefit is that of share gains by the public clouds in providing digital infrastructure. Their efficiency
metrics will help drive improving industry performance in terms of environmental impact and build a
more sustainable digital economy.
14. WUE is a measure of the water used on-site for data center operations, including humidification and on-site
evaporation for cooling or energy production. WUE is calculated by dividing “annual water usage” by the “energy consumption of the IT computing equipment.” The units of WUE are liters/kilowatt-hour (L/kWh).
16. Micron’s CEO noted the impact of the water shortages to their Taiwan fabrication plant in the company’s fiscal
second quarter results call on March 31, 2021.
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EMBRACING THE CIRCULAR ECONOMY—HARDWARE RECYCLING
Each of the public cloud companies operates millions of servers. The inexorable pace of performance
improvements of semiconductors means obsolescence quickly becomes a problem, typically within
three-to-four years, though Google notes it designs and builds its own servers with recycling in mind.
A server at the end of its life is broken down into its constituent parts, and, if they are still useful, these
are either put into the inventory pool of components or sold in a secondary market. In 2016, 22% of
components Google used for upgrades came from refurbished parts;17 36% of its newly deployed
servers were remanufactured machines. In 2017, 2.1 million units were sold into the secondary
market. Broader efforts to divert as much data center-sourced material away from landfills in 2016
resulted in data centers globally managing 87% landfill diversion, and Google’s 14 data centers have
reached 100% diversion.
The consumer market has a larger problem. Hundreds of millions of smartphones are sold every
year, and each phone has a lot of valuable materials and chemical batteries that need to be disposed
of or, ideally, recycled. Apple’s efforts18 are particularly impressive. In 2018, the company significantly
expanded its recycling efforts. Up to that point, it had received nearly 1 million devices through Apple
programs. Each of its specialist robots, called Daisy, can disassemble 1.2 million devices per year19
and in 2018, the company refurbished more than 7.8 million Apple devices and helped divert more
than 48,000 metric tons of electronic waste from landfills. Crucially, an extra effort has gone into
reclaiming the cobalt used in the batteries and reusing the element to make new batteries. In some
ways though Apple is unique given its scale and especially its profitability, which is being used to fund
a Materials Recovery Lab in Austin, Texas, that is carrying out R&D into how to reclaim more materials
in the future.

19. Trade-in programs offered by the telecom operators that are typically the customers’ point of contact for buying
smartphones are very helpful in broadening this effort.
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SOCIAL—THE INEVITABLE TRADE-OFFS OF AN OPEN INTERNET
Beyond its environmental footprint, technological progress can disrupt the fabric of society, too. Social
media, those websites and applications that enable users to share content and communicate online,
is front and center in the minds of politicians, journalists, and users. On the one hand, these platforms
promote diversity of opinion, equality of opportunity in making one’s voice heard, and a much-needed
sense of community. On the other hand, they have raised a range of emotive challenges that require
setting delicate balances between freedom and regulation amid shifting public sensitivities. The most
pressing conflicts that relate to the long-term sustainability of the social media business models include:
Creating a safe environment that allows freedom of expression and broadens engagement, while at
the same time addressing:
•

Mental health of users. Those who share their personal life online sometimes must cope with bullying
as a result, while children may find mature content or fall prey to digital predators.

•

Viral spread of misinformation. This can include election interference, promoting anti-vaccination
theories, inciting violence through terrorist acts and hate crimes, and automated recommendation
engines that promote extreme groups.

Building a sustainable business model leveraging data to grow the platform, but also taking
responsibility to prevent:
•

Misuse of sensitive data. This includes personal data, corporate data, as well as the metadata that
arises from combining different data sets to create “social” or “interest” graphs.

•

Data breaches. Failure to secure data sets that end up in the hands of bad actors and are used to
perpetrate fraud and other crimes.

Arguably, the greatest challenges for the multi-national internet platforms are gauging when to protect free
speech and when to censor, as well as the extent of privacy protection on their platforms, taking account
of differing legal systems and ethical norms that apply in the different countries in which they operate.
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THE STRUGGLE TO DEFINE & MODERATE HARMFUL CONTENT
One inherent problem common to all of these issues facing every social media company is the sheer scale of the user
engagement and data collection. But, the firms have also managed to turn Big Data20 and artificial intelligence (AI) into
tools to address harmful content.
•

In the year to September 2020, Facebook removed about 1.5 million pieces of content that violated policies on
organized hate; it removed about 12 million pieces of content that violated policies on hate speech; and it took
down more than 1 million groups for related policy infractions.

•

In the fourth quarter of 2020, Google removed 13,000 YouTube channels for promoting violence and violent
extremism; 89% of videos removed for violating the platform’s violent extremism policy were taken down before
they had 10 views. Its model reviews more than 100,000 hours of videos every day to find and limit the spread of
borderline and questionable content. 21

Unfortunately, the bad actors creating the problematic content also have access to automated tools that amplify the
problems they create. There is an arms race in a similar sense to the one raging in the world of cybersecurity. As one
threat vector is solved and patches fix the vulnerability, the hackers or online abusers find a new avenue, resulting in a
game of whack-a-mole being played out on a scale beyond human comprehension.
The ultimate complication though resides in the difficulty in defining specifically what constitutes harmful content.
Without any clear definitions, or an understanding of the use of sarcasm, for example, the task of setting parameters
for AI tools to block such content is all the more difficult. The anger towards these companies can be seen across the
political spectrum in most countries. However, there are often stark differences in views on which problems need to be
addressed and who is best suited to set the rules the companies should follow. This is important in the context of setting
rules around AI applications and avoiding embedding negative biases into how the AI algorithms operate.
The debate in the U.S. centers on the protections provided by Section 23022 to U.S. internet companies prior to the
emergence of the social media platforms. The legislation essentially allows companies to remove content they deem
harmful, without fear of litigation. The original intent of Section 230 was to allow internet service providers to remove
content such as child pornography without fear of litigation for censorship, hopefully leading to a healthier online
environment. In the social media world, it has led to divisive arguments over censorship and free speech, with the
companies themselves trying to find a middle ground based on moderation, greater transparency, and pragmatism over
the ability to appeal against their decisions.
If Section 230 is changed to remove the liability shield for social media platforms altogether, there are important
unintended consequences that will likely result. For example, companies will be forced to take a more risk-averse,
heavy-handed approach to censoring users’ posts, as there is no other pragmatic way to exercise control and avoid
liability. This solution would be severely damaging to free speech and irreparably impair the dynamism of the internet.

21. The rise of AI tools to cope with data problems is helping address all of the issues noted above. In March 2021, the U.S. House
Committee on Energy & Commerce convened a hearing with the CEOs of Facebook, Twitter, and Google to discuss the promotion
of misinformation and extremism on their platforms. The written testimonies from the CEOs included some illuminating statistics in
both the scale of the problems faced, as well as the significant efforts required to keep up with the threats.
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PRIVACY, SURVEILLANCE & THE TEMPTATION OF ENCRYPTION
In a world where tracking users online for the purposes of targeted advertising is under significant scrutiny, offering
privacy as an integral feature of your service is, on the face of it, an attractive selling point. Nevertheless, some of the
largest firms try to have it both ways, offering products that protect anonymity even as they scoop up large quantities of
metadata that helps support advertising or other commercial enterprises.
The debate around tracking cookies for the purposes of targeted advertising is understandably intertwined with fears
of surveillance and the right to privacy. The latest episode in the battle to build the best digital advertising business is
Apple’s attempt to associate its brand with online privacy. Past failures here have led them to go as far as forcing thirdparty application developers to request permission to track users of their apps that are downloaded to iPhones. As a
result, the use of third-party cookies following users’ browsing activity will be diminished, yet Apple will still be tracking
users within their own ecosystem using their first-party cookies.
Users appear to be embracing the opportunity to block tracking, but it is not clear if iPhone users understand that
all they are doing is helping Apple build an advertising business at the expense of the rest of the industry. Google,
Facebook, and Amazon have enough first-party data that the impact is minimized. The smaller players in the industry,
such as Pinterest, Snap, and many others, face more challenges in identifying and acquiring new users.
The irony here is that the vast majority of the individual data points collected by the digital advertising platforms are
neither particularly sensitive nor valuable on their own. 23 The power of Facebook and Google in particular is really
in their ability to combine the data points to build “social” or “interest” graphs that help classify groups of users. For
example, identifying a user with an interest in sports cars is less valuable than a long list of users who browse the
internet for pictures of vintage Porsche cars and live within driving distance of an upcoming classic car rally.
Advertisers want to spend the least amount of money on marketing as possible in order to generate sales of their goods
or services. The scale of Facebook and Google’s user bases, and their ability to group the users by common “interests,”
gives them the ability to offer advertisers the lowest-cost way to reach the most attractive groups of consumers. These
platforms have therefore become the lifeblood for many small businesses trying to efficiently acquire customers and
build sustainable businesses.
Partly as a reaction to the controversies over user tracking, the privacy debate has extended into the world of messaging
apps. One of the most divisive tools offered by the large internet platforms such as Facebook’s WhatsApp, Apple’s
iMessage, as well as new entrants including Telegram and Signal, is encrypted communications between users. By
embracing encryption and marketing themselves as privacy advocates, these companies are able to maintain engagement
on their platforms while also side-stepping criticisms over harmful content.

23. One possible explanation of how Facebook really uses data, and why they sell it, is to misunderstand what advertisers buy when
they advertise using Facebook’s tools.
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However, they are also inevitably providing shelter for criminals and terrorists from the authorities who are
working to stop those activities. There is a very difficult trade-off here between protecting society from criminal
harm and allowing freedom of self-expression. National legal systems are the natural place for such trade-offs
to be managed, but the speed with which these issues have emerged has so far left lawmakers and courts in
more-liberal societies struggling to cope while leaving the private companies with more freedom to choose
their own paths on this issue.

NEW APPROACHES TO PROTECTING CONSUMERS & THEIR DATA
The advent of the General Data Protection Regulation (GDPR)24 within the European Union in 2018 was
heralded as the start of a new wave of regulations that would protect consumers and put a measurable value
on the sensitive data being collected by companies within the EU. California followed with a similar approach,
and many other jurisdictions are also now considering similar moves. 25 The principle behind these laws is to
increase the burden on those companies where sensitive data is misused, mislaid, or stolen. The Cambridge
Analytica scandal, in which a researcher was able to access data on millions of Facebook users beyond those
who agreed to take part in the research, was certainly fresh in peoples’ minds when the legislation passed.
More recently, the EU’s privacy directive came into force at the start of 2021, preventing the use of automated
technologies for scanning private messages. 26 While the aim is to prevent recurrences of data abuses similar
to the Facebook/Cambridge Analytica case, one unintended consequence is that the AI tools used to scan for
messages that signal online child abuse and other illegal content are themselves now illegal. The sheer scale of
the data corpus that needs monitoring for such crimes requires the use of AI-enabled systems, as the problem
is far beyond the capabilities of human observers.
As yet, no compromise has been reached, even though the European Council noted in October 2020 that a
temporary measure was needed to allow the ongoing protection of children. 27 Finding a workable solution is
a problem for the regulators, as the scale of the problem requires that the tools needed to succeed are very
complex and expensive to build, and only the largest platforms will have the resources to provide the required
protections. But, by insisting on such measures, they would raise the cost for new entrants to compete with the
large incumbents that the EU is also accusing of acting anti-competitively. There is no easy answer here.
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TECHNOLOGY & SOCIAL IMPACT: AN ABUNDANCE OF THREATS & OPPORTUNITIES
Disruptive technologies by their nature cause upheaval and dislocations in how societies function, often with unforeseen
consequences, both good and bad. Among the many other technology developments that raise different social issues are:
Fintech
The ubiquity of smartphones in even the poorest nations brings banking services to anyone with internet
access without the need to travel unfeasible distances to the nearest bank. Such freedom is helping improve
the inclusivity of finance, particularly with respect to women in these economies. Yet hurdles remain, in
terms of trust and sharing of data with apps.
Participation in the Workforce
The pandemic catalyzed a significant improvement in the technologies that enable more flexible working,
helping alleviate pressure on women to leave the workforce for family reasons, while also removing physical
barriers to workplace access for disabled employees.
Cryptocurrencies
Bitcoin has popularized the blockchain technology that enables anonymous ownership and the exchange
of financial assets, such as digital currency. Blockchains specifically attempt to remove the need for an
intermediary in a transaction, in this case a central bank. Benefits of low-cost transactions must be weighed
against the possibility that regulators lose important tools to control inflation through the banking system,
hence Turkey’s ban of Bitcoin for payments. 28
Cybersecurity
Whether it be state-sponsored or criminal hacking groups carrying out the attacks, the threats are growing
in sophistication and frequency. Reputational damage is significant, given the potential misuse of stolen data
to attack individuals or other companies. Regulations such as GDPR look to place harsh financial penalties on
those companies that fail to protect the data in the first place.
Artificial Intelligence
These applications are still nascent, but they have already stoked concerns over replacing jobs in manufacturing
and other data-related tasks. However, for countries with aging populations worried about declining workingage cohorts, AI may be needed to fill the productivity gap that can help maintain output growth.
The Gig Economy
For all their innovation and growth, quasi-tech companies like Uber and Deliveroo face rising regulatory risks
and costs as governments seek to protect these workers.
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GOVERNANCE—THE RACE TO CATCH UP WITH DIGITAL MARKET DISRUPTION
Much of the way in which technology companies tackle Environmental and Social issues will be determined by the
forces of Governance that are applied to decision-making, both from internal management teams as well as regulators
and lawmakers in the countries in which these companies operate. If this sounds complicated, that’s because it is—and
clearly getting more so by the day.

EXTERNAL GOVERNANCE & THE CONTRADICTIONS IN COMPETITION POLICY
The common arguments that these companies are big, and therefore MUST be bad, shows a failure to understand that
digital businesses benefit from nearly zero marginal costs of supply. The first copy of a digital good can cost millions to
create, but every subsequent digital copy will cost essentially nothing to produce. Combine this with the network effects
of the internet, and a tendency towards dominance by a small number of very large companies becomes clear, as it
has in searching the internet and connecting with friends. Recognizing this fact should be a prerequisite to designing
appropriate rules for digital markets that work to prevent anti-competitive behavior by the largest digital companies.
Recent signals from competition regulators in the U.S., U.K., Europe, and China point to a more deliberate focus on
specific abuses of market power, which should lead to a better understanding of how the industry reached this point,
and therefore how best to design a suitable regulatory framework that helps promote more competition. 29

ABUSE OF POWER
Antitrust and competition law sit squarely in the middle of the arguments critics make that large technology companies
have abused their power to attain their position. Unhelpfully, these laws differ widely across jurisdictions, which
complicates the analysis.
For example, while the EU definitions of market power draw on an array of signals that companies are dominant, U.S.
antitrust laws focus specifically on the narrower concept of consumer harm. Traditional antitrust law that focused on
market concentration has evolved through prosecuting businesses that used physical limitations on supply to extort
high prices from consumers. This critical point was laid out in late U.S. Supreme Court Justice Antonin Scalia’s opinion
relating to 2004’s Verizon v. Trinko antitrust case:

“The mere possession of monopoly power, and the concomitant charging of monopoly prices, is not only not
unlawful; it is an important element of the free-market system. The opportunity to charge monopoly prices—
at least for a short period—is what attracts ‘ business acumen’ in the first place; it induces risk taking that
produces innovation and economic growth. To safeguard the incentive to innovate, the possession of monopoly
power will not be found unlawful unless it is accompanied by an element of anticompetitive conduct.”30
29. For example, the U.K.’s new Digital Markets Unit sets out its plan to promote competition here; the EU’s “Competition Policy for the
Digital Era” is here.
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The tension then resides in whether current antitrust law is appropriate. Where antitrust laws worked well in
a world of scarcity of supply, the internet is one of extreme abundance. The strength and value of supply
gatekeepers has vanished. For example, where owning large and expensive printing presses cemented
regional monopolies in the age of powerful newspaper magnates, in the internet age, a journalist’s articles
are effortlessly reproduced and distributed online. The choke point on the internet is the control of demand
for access to the news, not the ability to supply it; in the U.S., critics therefore need to be able to argue that
the largest internet companies are also actively trying to prevent new competition from emerging, essentially
trying to refute the contention that “competition is only a click away.”
Google won the search business by offering the best way to navigate the internet’s exponentially expanding
geography. The bigger and more unwieldy the internet became, the more useful and valuable Google was.
Having worked hard to crack the problem of how to monetize consumers’ need to search the internet in the
most useful way, their subsequent dominance of digital advertising was almost inevitable.
However, this simplistic version of history does not absolve all of Google’s behavior along the way. The internet
has evolved from a desktop experience to a mobile one, accelerated by the popularity of Apple’s iPhone, and
the rest of the smartphone market, which almost exclusively uses Google’s Android operating system. Having
given away its Android operating system for “free,” thus lowering the cost of selling smartphones, Google has
taken a firm hold of the access of application developers to the Android handset owner, by way of the Google
Play app store. Apple has done the same with the iOS App Store, and, in arguably a more-monopolistic fashion,
given their total control over both the devices and the applications that run on them.
Regulatory scrutiny over the practices is increasing, not least due to the rising volume of developer complaints. For
example, the litigation between Epic and Apple31 concerns the inability to charge iOS users for services, outside of
the iOS app, nor even to indicate to users that the alternative exists. Epic wants the freedom to bypass Apple’s fees
applied to payments within the iOS app regardless of the value Apple argues it is adding to the transaction.
Spotify and many others are grappling with Apple’s App Store policies, and there is a rising tide of protest
against Apple’s complete control over access to the iOS user base. This kind of abuse of power is not unique to
the U.S. Chinese regulators have recently clamped down on exclusivity contracts used by the likes of Alibaba to
exert control over third-party merchants using the e-commerce platform to reach Alibaba’s users, 32 in this case
resulting in a $2.8 billion fine.
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TRYING TO DEFINE MARKET DOMINANCE
One of the main stumbling blocks for the regulators trying to curb the powers of the large technology
companies has been the difficulties in proving that any of them are actually monopolies in the first
place. The most recent example came in June 2021 when a Federal Trade Commission (FTC) complaint
against Facebook was dismissed (without prejudice) by U.S. District Judge James Boasberg. His
opinion33 stated that “the FTC’s inability to offer any indication of the metric(s) or method(s) it used to
calculate Facebook’s market share renders its vague ‘60%-plus’ assertion too speculative and conclusory
to go forward.” Boasberg further added that, 34 “the FTC’s complaint says almost nothing concrete on the
key question of how much power Facebook actually had, and still has, in a properly defined antitrust
product market. It is almost as if the agency expects the court to simply nod to the conventional
wisdom that Facebook is a monopolist.” While the judge allowed the FTC to refile its complaint within 30
days and attempt to make a stronger case for Facebook wielding monopoly power, the dismissal was a
blow to the agency’s case and a rallying call for a rethink of antitrust law in the context of digital markets.
As regulators have struggled to build strong and substantial antitrust cases against even the largest
internet platforms, the response in recent legal action has been to narrow the focus of any investigation
and raise the likelihood they might actually win. The result of such an approach is to limit the likely
economic impact to any of the platforms should the regulator win an antitrust case in any given market.
To date, despite fines for market abuses and other misdemeanors measured in the billions of dollars
(especially in Europe), there has been little real impact on the behavior or the revenues of the
companies. Arguably, those companies that had already changed behavior even before the rulings have
avoided the worst outcomes. Facebook’s moves to better moderate the recommendations of groups
to join on the platform is arguably one of the most important pre-emptive changes made to their
algorithms in recent months.35
One credible avenue to clip the wings of the largest companies has been increasing the focus on their
acquisitions. Horizontal acquisitions that essentially add users to an already-large platform are clearly
anticompetitive. Vertical acquisitions have traditionally been allowed, but as single companies begin to
dominate the full stack of an industry (both buyside and sellside activities within digital advertising for
example), more scrutiny here is warranted. Concerns over Facebook’s acquisition of Instagram in 2012
and threats to break the two businesses apart have received a lot of press coverage. Again, the unintended
consequences of such a dramatic retrospective action, in terms of removing certainty from any future
deals by any company, runs counter to the traditional open market approach of most Western markets.
At the very least though, we expect to see far fewer attempts to buy competing companies or tuckin acquisitions that fill technology or product gaps for large tech companies. Instead, there will
need to be a renewed focus on internal R&D to maintain competitive positions.

B A R I N G S I N V E ST M E N T I N ST I T U T E .C O M | 2 0

PRIVACY REGULATION & THE TRADE-OFFS WITH
COMPETITION POLICY
While the intentions behind the application of laws such as
GDPR to better protect consumers from harms relating to data
collection and misuse were both noble and warranted in the
face of clear abuses, 36 it can be argued that the implementation
has been flawed. The unintended consequence of such blunt
and far-reaching legislation has been a dramatic increase
in the costs of compliance for small digital businesses—
crucial for startups that may lack any revenues. While
more foreign competitors such as Snap and TikTok have
emerged to challenge the incumbents within the European
Union, so far there appear to be few signs of innovative
domestic competitors emerging. One fear is that heavyhanded regulation, particularly in the EU, is actually reducing
competition and leading to less choice and, over time, higher
costs that will ultimately be borne by consumers.
The second trade-off relating to privacy and competition is one
of building a new social network. Facebook’s power comes from
the connections between users, groups, and businesses that
engage on the platform. GDPR prevents a user taking their existing
connections to another network without the express permission
of every connection, even though the EU’s own paper on digital
competition37 highlighted the need for data portability to promote
new entrants and competition. It is notable that, prior to GDPR,
Instagram originally started building its network from Twitter’s
social graph; without this leg up it may well have failed as a
business before Facebook was able to buy it. Although startups
such as Clubhouse attempt to build a user base from existing
subscribers’ phone contacts, this should not happen in the EU
today under GDPR rules.38
The lack of social graph portability as a way of protecting user
privacy is a huge impediment to building new competition
in the social media market that could credibly challenge the
incumbents and one that cannot solely be blamed on the
companies exerting excessive market power. As a result, GDPR
may have damaged the outlook for competition in European
internet markets, and future regulation could be more thoughtful
in its approach and implementation.
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INTERNAL GOVERNANCE
Founder/CEOs
Alignment of the company’s management with its stakeholders is always important, but especially
so when the CEO is also the founder. Often seen as the inspiration behind the most successful
technology services and products of recent years, these individuals also tend to be highly driven
with very specific ideas on where the business should go—and not always with positive results, as
was seen with former CEO Travis Kalanick and Uber’s problems in 2017.39
Google famously brought in “adult supervision” for founders Larry Page and Sergey Brin, in the form
of Eric Schmidt as the then-CEO.40 Facebook, however, is still very much under the control of Mark
Zuckerberg, who retains voting control of the company through a super-voting share class. The
investment decision on founder-led companies then requires an assessment of the CEO’s world view,
not just the quality of the products sold, or the attractiveness of the cash flows the company generates.
The counter argument to concerns over founder-led firms is that, on average, they have offered
superior growth and financial returns to investors.41 The main reason this is the case is once again
the ability of technology companies to take a single, unproven idea and apply it to enormous
markets, but with the backing of the main decision-maker who can see the long-term opportunity
without having to bow to pressure from more short-term minded stakeholders.42 Jeff Bezos’ online
bookstore (Amazon.com), Evan Spiegel’s time-limited photos (Snap), Ma Huateng’s free messaging
platform (Tencent) are just three examples.
In such situations, the challenge for public market investors is to identify strong businesses that
have the right balance between highly talented and driven executives, and the alignment of
incentives to reach a self-sustaining level of cash flow generation in a reasonable period of time.
This often creates a lot of conflict for companies and their investors. Typically, the conflicts will
occur with those that either IPO too early, that is before they are fully set on their growth trajectory,
or those that IPO too late, as bad management habits have become entrenched in the culture due
to a lack of dispassionate oversight and perspective that is normal for public market investors.
Focusing on the businesses that had started out with credible venture capital investors on the
board before evolving through the IPO to keep a strong and independent board, ideally with a
split between the chairperson and CEO, helps identify those that will align best with shareholder
interests. Compromises, including sunset periods for super-voting shares, are becoming more
common as investors push back on unfettered founder/CEO power. Explicit targets for cash-flow
generation and profitability are helpful guides but should not replace deep research into the ability
of the business model to achieve those targets.
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GOVERNANCE & TECHNOLOGY—GEOPOLITICAL CONCERNS CONTINUE TO DOMINATE HEADLINES
Beyond the above issues that dominate the headlines are a few other areas that garner less attention, yet are worthy of
extra investigation:
•

Taxes paid by technology companies have been a bone of contention for many years, with accusations of tax
avoidance through low tax rate countries, even within the EU. President Joe Biden’s attempts to raise corporate taxes
may cause some changes to reported tax rates, but for much of the sector, the low reported rates are a function of
R&D credits, or losses from high levels of investment spending. A rise in effective tax rates does seem likely given
global political pressure following the pandemic-related fiscal spending, but less extreme than headlines imply. The
Biden administration’s success in reaching a G7 accord on a minimum tax rate of 15% is an important milestone.
However, the biggest hurdles will come when trying to convince the smaller OECD members with more competitive
tax rates to also sign up.

•

The U.S.-China trade war drove a more prominent wedge between the two countries’ internet ecosystems. Most of the
large U.S. tech companies have already exited China, but, more recently, it has also been increasingly difficult for Chinese
internet companies to gain access to Western markets. This has also hardened the differences in approach to how the
internet is governed, and global investors must understand the differing impacts this will have. For example, while the
U.S. regulatory engine grinds slowly forward, summer 2021 has been marked by an accelerating pace of regulatory
interventions on the internet sector in China by numerous government agencies. These interventions include:
•

Enforcement of rules limiting the ability to raise capital in international markets, in part to restrict the amount of
sensitive Chinese data that can be accessed by foreign powers.

•

Preventing contractual agreements that force exclusivity and therefore reduce competition, including third-party
merchants who sell on e-commerce platforms.

•

Tightening regulations for the collection of proprietary and sensitive personal data by fintech companies, which
were used to solidify their market positions.
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CONCLUSION
The technology sector has become so prevalent in everyday life that it inevitably stimulates both
passionate advocacy and criticism. Each of the questions posed at the start of this paper included
the idea that there are trade-offs to be made when deciding how much one is willing to pay in terms
of Environmental costs, Social impact, and Governance oversight in order to unlock the benefits that
technology can offer. These costs are very significant and must be integrated into the process for
finding the most attractive candidates for an investment portfolio.
When digging deeper into how those costs occur and looking at the roadmap for future evolution,
it is likely the point of maximum disruption is near. Penetration rates of the biggest forces driving
change, such as e-commerce and the public cloud, are still in their early stages with much more
growth to come. Public cloud infrastructure is inherently more efficient than the existing IT
infrastructure that it is replacing, and the share gains it enjoys point to a more sustainable
route for growth.

B A R I N G S I N V E ST M E N T I N ST I T U T E .C O M | 2 4

The Social impact of the technology discussion focused mainly on social media, given the level of
attention currently placed on those companies, and the fact that many of the controversies emanate
from fundamental misunderstandings of what these companies are doing, and why.
Social media platforms that pursue free speech will always encounter users who use speech that is
objectionable, if not illegal. It is clear that improvements need to be made in the transparency of
efforts by the companies to moderate third-party content placed on their site. The evolution of the
debate over privacy on digital platforms versus protecting the safety of users is much more difficult
to forecast, given the differing political influences weighing in. An iterative process of actions by the
companies to improve their services, followed by regulatory challenges when they make mistakes,
will likely continue for the foreseeable future.
The Governance-related questions are where many of the Environmental and Social issues converge,
for the most-disruptive technology companies have realized that good corporate citizenship is
becoming ever-more important to sustaining their growth trajectories.
Concerns over the power of the largest digital companies are well publicized. However, when push
comes to shove and laws need to be passed, the reality behind the market positions of the largest
companies, the popularity with end users (a.k.a. voters), and the societal benefits of a healthy
internet with all the innovation it brings combine to blunt the efforts of the most critical regulators
and lawmakers.
There are crucial differences in where the lines are being drawn in key geographies, namely China,
Europe, and the U.S. Europe in particular has erred on the side of protecting consumer welfare, but at
the cost of entrenching the market shares of the U.S.-based internet companies.
Meanwhile, the youngest and fastest-growing companies are grappling with issues around corporate
governance structures and voting control. Active engagement with the companies, underpinned
by deep knowledge of how the business and its target markets are evolving, is a must in the rapidly
changing environment.
Technological disruption is a complex process and always messy given the inherent tensions
between the winners and the losers. History, though, has taught us that those businesses that
have added the most value when assessed though an ESG framework are the most likely to achieve
long-term sustainable growth and profitability. The issues are evolving quickly, and there are few
easy solutions. But it is important for investors and management to address them as directly and
forthrightly as possible. At the very least, and at every step of the way, investors should insist on
transparency and clear explanations from companies about how they plan to address each of these
thorny challenges.
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